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SSAE 16 SOC 2, Type II Attestation 

Standing at the apex of Sentinel’s myriad awards, honors and certifications is its SSAE 16 Service Organization 

Control (SOC) 2, Type II Attestation which has been undertaken annually by the nationally-renowned auditing 

firm Plante Moran, PLLC for the past three years.   The SOC 2, Type II attestation is the highest and most 

rigorous in the SSAE 16 portfolio of audits, evaluating Controls and Processes that encompass the Five Trust 

Service Principles of Security, Availability, Processing Integrity, Confidentiality and Privacy. 

Why should this matter to you?  The SSAE 16 attestation provides independent validation and assurance that 

Sentinel is in compliance with best practices regarding items of critical importance to you -- security, 

confidentiality, data protection, project management and IT strategic solutions, to name a few.  If you are seeking 

consulting or services support for your IT environment, the SOC 2, Type II attestation should be one of the most 

important factors in your evaluation. 

 

 

 

The SSAE 16 Attestation is a standard that was created by the American Institute of Certified Public Accountants 

(AICPA) in 2010 to replace the SAS 70 certification process, and expand reporting to the effectiveness of a 

service organization’s controls relating to operations and compliance. 

 

 

 



COVER LETTER 

 PAGE 3 

A. Cover Letter 

a. In a brief statement please identify the work requested in this RFP accompanied by the supporting reasons 

why the Respondent believes it is qualified to perform the engagement. The letter should be signed by the 

Respondent’s representative authorized to contract on behalf of the Respondent. 

Sentinel Response:  

Lupe Garcia, Counsel 

Sandy McNamara, Paralegal and Contract/Procurement Analyst 

425 S. Financial Suite 1400  

Chicago, IL 60605 

Dear CTPF Review Committee: 

Enclosed, please find Sentinel’s response to Chicago Teachers’ Pension Fund Request for Proposal Specification 

No. FY2023-0009, Network Operations Center “NOC” Managed Services.  

Sentinel’s vast background in managed services and our insight into the CTPF network provides us with a 

compelling story to continue providing NOC services to the Fund. We appreciate the opportunity to offer our 

services, and look forward to discussing our response with you in greater detail. 

Sentinel has enjoyed a positive, professional working relationship with CTPF since 2016. Throughout our time 

of service to CTPF, we have continuously sought to improve the delivery of our service and reduce costs 

whenever possible. We look forward to continuing to provide exceptional service to the Chicago Teachers 

Pension Fund in the future. 

Sentinel prides itself at servicing some of the largest, most prestigious organizations within the United States. 

Our success is directly attributed to our ability to design and implement technology solutions utilizing Sentinel’s 

vast personnel and expertise to meet and exceed our customer’s expectations. Sentinel’s methodology, along 

with our singular focus, to provide the most comprehensive price/performance solution in the industry, are the 

paramount reasons for our success. 

For the reasons cited above, Sentinel believes that we are best positioned to be a preferred vendor for this 

engagement. 

Sincerely: 

 

 

Jack Reidy 

Senior Sales Executive 

630-769-4325 Phone 

jreidy@sentinel.com 

 

mailto:jreidy@sentinel.com
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B. Title Page 

a. Date 

Sentinel Response: June 30, 2023 

b. Subject 

Sentinel Response: Network Operations Center “NOC” Managed Services. 

c. Respondent’s name and chief executive officer (or the equivalent) 

Sentinel Response: Sentinel Technologies, Inc.   

Robert Lenartowicz, Co-President/Chief Operations Officer 

Brian Osborne, Co-President/Chief Sales and Marketing Officer 

Tim Hill, Co-President/Chief Financial Officer 

d. Respondent’s address 

Sentinel Response: 2550 Warrenville Road, Downers Grove, IL 60515 

e. Respondent’s website address 

Sentinel Response: www.sentinel.com 

f. Respondent’s phone number 

Sentinel Response: 630.769.4300 

g. Respondent’s fax number 

Sentinel Response: 630.769.1399 

h. Contact’s name 

Sentinel Response: Jack Reidy 

i. Contact’s title 

Sentinel Response: Senior Sales Executive 

j. Contact’s phone number 

Sentinel Response: 630.769.4325 

k. Contact’s email address 

Sentinel Response: jreidy@sentinel.com 

 



TABLE OF CONTENTS 

 PAGE 5 
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D. Project Plan 

a. Address the various tasks, services, and deliverables outlined in Section III. Scope of Work and describe the 

specific approach that will be taken in performing each task or service or providing each deliverable. 

Section III: Scope of NOC Managed Services: 

1. Continuous and uninterrupted network operations service and support 

• Monitor, analyze, alert, troubleshoot, diagnose, and report on the status and health of specified network 

equipment and appliances as well as telecommunication services 

• Monitor, analyze, alert, and report on KPI's for power, cooling, and ambient temperature and humidity 

using existing monitoring equipment 

• Monitor, analyze, alert, and report on wireless KPI's including AP connections to controllers, client 

traffic volume, signal strength and interference 

• Monitor, analyze, alert, and report on routing and switching KPI's including stability of neighbor 

connections, paths, and Internet connectivity 

• Monitor, analyze, alert, and report on network traffic KPI's for packet drops, endpoint latency, and 

application availability 

• Respond to specific monitored events following approved customer notification and action procedures 

• Provide Fund IT staff access to monitoring dashboards and ticketing and documentation portals used by 

the NOC 

2. Maintain Cisco equipment and services as needed. 

• Prepare Cisco SMARTnet licensing renewals. 

• Perform approved, scheduled firmware, software, and hardware updates and upgrades on Cisco 

hardware including firewalls, routers, switches, and security appliances. 

• Provide on-call support when needed for performing Cisco maintenance and upgrade work 

• Introduce enhancements through deploying new features related to update and upgrade work 

• Review and update procedure documentation and network diagrams after performing upgrade work 

3. Health checks and status reporting 

• Perform routine equipment and service health checks 

• Report on NOC management KPI's including for volume of trouble tickets, mean time to respond, mean 

time to resolve, and event management 

• Conduct QBR (Quarterly Business Review) assessments to analyze activity summaries and evaluate the 

provided level of quality assurance 

Sentinel Response: See Exhibit I for Managed Services Scope of Work. 
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b. Describe how Respondent has the necessary dedicated staffing and bandwidth to take on this engagement. 

Sentinel Response: Sentinel currently has over 150 technical engineers on staff 24x7x365 that are separated into 

the following technology stacks: 

• Enterprise Networking 

• Data Center/Virtualization 

• Voice and Collaboration 

• End User Support 

• Customer Service 

So depending on where cases are being generated in your environment, it will be a combination of those teams 

coming together to ensure we resolve any issues that may arise. 

c. Describe any deliverables or services, not included in Section III. Scope of Work that your Firm would suggest 

be provided in order to provide more complete and thorough services. 

Sentinel Response: Please see Exhibit II: Additional Deliverables or Services.  

d. Indicate the location of the office(s) from which the work on this engagement is to be performed. 

Sentinel Response:  Sentinel Technologies’ headquarters are at 2550 Warrenville Rd. in Downers Grove. 

Sentinel’s NOC is located at the same facility and is operated 24x7x365 days a year with “live” personnel 

e. Provide a percentage break down of how much of the engagement will be performed on your site, CTPF’s site 

or remotely. 

Sentinel Response: 100% of the work discussed in this response will be performed remotely by Sentinel 

engineers. Sentinel does offer onsite services, but those services fall outside of the proposed scope of work listed 

in this RFP response. 

f. Identify tasks that will be performed by your Firm and tasks that will be performed by CTPF’s staff. 

Sentinel Response:  Sentinel engineers will perform all tasks/actions necessary within the scope of work for 

devices covered under the Managed Services agreement.  Things that would fall outside of the scope of work 

for devices covered under managed services can either be performed at a time and materials rate or scoped out 

as a project (i.e.. Major software upgrades, security breaches, hardware maintenance, etc.). 
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E. Billing 

a. State any special considerations with respect to billing or payment of fees and expenses that Respondent offers 

and that you believe would differentiate your Firm from other proposals and make your Firm’s services more 

cost effective to the Fund. 

Sentinel Response: Sentinel offers prepaid discounts for managed services on an annual or multi-year basis. We 

can discuss this in more detail if CTPF is interested in our prepayment programs. 

b. CTPF expects the lowest rate charged by Respondent for its governmental and nonprofit clients. If for any 

reason Respondent is unwilling or unable to charge the lowest rate, please explain why. 

Sentinel Response: Sentinel will comply. 

c. The billing rate will be fixed for the term of this engagement. 

Sentinel Response: Sentinel will comply. 

Pricing 

 

 
$0

$2376.40

Quantity

2

3

12

20

2

Quantity

5

Quantity

4

Quantity

1Service Fee $150.00

Confidential Information, property of Sentinel Technologies, Inc.

SUPPORT SERVICES

Product Location Discounted Unit Cost Comments

Product Location Discounted Unit Cost Comments

Application Server OS Only $176.00 Linux Web Servers

NOC Monitoring + Alerting - 

Network/UPS
$17.60 Avtech, Liebert, APC

SERVERS & VIRTUALIZATION

PROACTIVE MONITORING

Product Location Discounted Unit Cost Comments

Wireless Access Point $4.40

Wireless Controller $132.00

Firewall Security Device $176.00 (2) Firepower, (1) FMC

Switch $35.20

Product Location Discounted Unit Cost Comments

WAN Routers-Voice Gateway $66.00

SUMMARY

One Time Setup

Monthly Total

SENTINEL MANAGED SERVICES

INFRASTRUCTURE
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F. Firm’s Background, Qualifications, and Experience 

a. Briefly describe Respondent’s background, history, and ownership structure, including any parent, affiliated 

or subsidiary company, and any business partners. The firm must be regularly-established in the industry of 

providing the services outlined in Section III. Scope of Work, and have experienced personnel able to provide 

the required services. CTPF may request information substantiating the above requirements. Failure to provide 

this information may result in a Respondent’s proposal being declared non-responsive. 

Sentinel Response: For more than 40 years, Sentinel has been recognized as a top-tier business technology 

solutions and services provider dedicated to delivering the highest quality Customer service and support. Even 

as our services have spanned generations of technology, Sentinel has stayed at the forefront of IT developments 

and maintained a singular focus on providing practical and innovative solutions. With single-source 

accountability, Sentinel’s proven repeatable methodology, processes and experienced teams can efficiently 

address a full range of IT needs - from NOC monitoring and managed services, to communications, to data 

center, to cloud solutions, to business process improvement and assessments, to targeted applications and end-

to-end IT solutions. Our proven success has allowed us to expand from our original charter of providing 

technology maintenance services to our current standing as one of the leading IT services and solutions providers 

in the U.S. and beyond. Sentinel’s engineers, Customer Service and support, and project management team’s 

reputation has become synonymous with high quality, cost effective solutions for our customers. Sentinel’s 

pricing response will reflect our sincere desire to establish a long-term partnership. Sentinel is confident we will 

emerge as the top option for executing your business critical managed services, but also as your preferred partner 

for contributing to your overall growth and future success.  

Sentinel provides our customers with the complete solution: vision, design, product, implementation, 

documentation, service and support. Sentinel’s services span the range of business verticals in the mid-market, 

upper mid-market, and enterprise level organizations. Companies in Financial and Banking, Healthcare, 

Government, Education, Legal, Utilities, and Manufacturing verticals have all taken advantage of Sentinel’s 

ability to take either full responsibility or act as a supplemental contributor to our customer’s most important 

business technology initiatives.  

Headquartered in Downers Grove, IL, Sentinel Technologies has independently managed offices in nine 

locations: Chicago, IL, Springfield, IL, Milwaukee, WI, Phoenix, AZ, Detroit, MI, Grand Rapids, MI, Lansing, 

MI, Fort Lauderdale, FL and Denver, CO, allowing us to service our customers both nationally and 

internationally. Sentinel applies an extraordinary breadth of technical solution expertise to design, sell, deploy 

and support our customer’s business technology needs. Our unwavering commitment to thought leadership and 

customer satisfaction maximizes both the value of technology investments and its impact to the business. When 

it comes to achieving a tangible ROI and sustainable performance from your IT environment, Sentinel stands 

apart. Sentinel’s large service staff (650+ employees), multitude of original equipment manufacturers (OEM) 

certifications, a 24x7 Customer Care Center and a professionalism and commitment to service excellence act in 

combination to ensure a successful partnership. 
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Please see Exhibit III Ownership Structure.  
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b. Provide the size of the Firm including number of offices and number of full-time employees. Identify the key 

personnel proposed for the CTPF engagement, emphasizing specific experience on contracts similar in scope to 

the requirements of this RFP. Describe his or her position, current responsibilities, areas of expertise, experience, 

education, professional designations, and memberships. Include details regarding the proposed management of 

the personnel who would be assigned to the CTPF engagement. CTPF expects a reasonable notice of key 

personnel being removed from the engagement and reserves the right to approve the replacement of key 

personnel. 

Sentinel Response:  

Jack Reidy, Sales & Account Manager, will be dedicated to Chicago Teachers’ Pension Fund. Jack Reidy will 

act as the primary point of contact across all aspects of the relationship. As the dedicated Account Manager, Jack 

Reidy will be involved in all sales activities, post sales activities, ongoing projects, status meetings, onboarding 

meetings, escalations, and all other applicable responsibilities requested by Chicago Teachers’ Pension Fund. 

Chicago Teachers’ Pension Fund will have access to all key members for any request or support. 

Please see Exhibit IV for resumes.  

c. Provide the number of years that the Firm and any identified individuals have been providing the services 

requested in this RFP.  

Sentinel Response: Sentinel’s managed services practice has been supporting customers for 20+ years. 

d. Provide details on your Firm’s employee benefit industry experience/expertise. 

Sentinel Response: Sentinel’s HR department partners with leaders in the benefits industry to provide our 

employees with cutting edge benefits. 

e. Indicate the number and nature of part-time professional staff to be employed in this engagement. 

Sentinel Response: Sentinel’s 24x7x365 support team that consists of 150 full-time technical engineers will be 

supporting this engagement. 
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f. Will your Firm use outside contractors (subcontractors) for this engagement? If so, what confidentiality 

agreement is in place to protect sensitive information from disclosure? What allocation of the scope of services 

will be assigned to outside contractors (subcontractors)? 

Sentinel Response: Sentinel will not be using subcontractors for the services provided in this RFP. 

g. Indicate Respondent’s due diligence process in hiring, evaluating, and monitoring its staff and contractors, as 

applicable. 

Sentinel Response: Please see Exhibit V: Pre-Employment Screening Services. 

h. List any known professional or personal relationships Respondent or its employees or contractors may have 

with individual CTPF Board members and/or Fund staff. 

Sentinel Response: None 

i. Identify any potential or actual conflicts of interest you have in providing services to CTPF. State whether you 

have ever provided services to CTPF, the City of Chicago, the Chicago Board of Education (“Chicago Public 

Schools” or “CPS”), the Chicago Teachers’ Union (“CTU”), the Retired Teachers’ Association of Chicago 

(“RTAC”), the Chicago Principals and Administrators Association (“CPAA”), any Chicago charter school, or 

any employee group or trade organization related to the aforementioned entities. If so, please state the name of 

each such client or former client, contact information, and the nature and time frame of such representation. In 

providing such information you consent to and agree to release CTPF from any liability that may result from 

contacting such client(s) and communicating with such client(s) about your prior engagements, and soliciting an 

opinion regarding the work performed for such reference. In addition, please state how you intend to resolve any 

potential or actual conflict of interest. 

Sentinel Response: None 

j. Identify all public sector or ERISA fund clients who have terminated their working relationship with you in 

the past five (5) years and provide a brief statement of the reason(s) for the termination. Provide each client’s 

contact information. You consent to and hereby release CTPF from any liability that may arise from contacting 

your former client(s) and communicating with them about the work you performed and the reason for your 

termination. 

Sentinel Response: None 
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G. Insurance, Liability, Confidentiality, and Litigation 

a. What assurances can you provide that your Firm will not be subject to cyberattacks? Describe security and 

protection measures and provide copies of any and all related policies. 

Sentinel Response: There are no 100% fool proof plans regarding security and cyber attacks. It is a constant and 

never ending aspect of protecting your network and brand. Notwithstanding, Sentinel implements layer upon 

layer of security measures to deter potential “hacks”. In addition, as a Security Service provider, we get audited 

annually and we perform penetration tests on our network semi-annually. 

b. Describe your expected response time to notify us if a cyber-attack or security breach should occur and the 

actions you would take to mitigate damages. 

Sentinel Response:  We will notify any affected customer of a cyberattack as soon as possible, or at least 72 

hours from discovery. We have an experienced in house incident response team that will expeditiously mitigate 

damages. Please see Exhibit VI for Sample Incident Response Agreement. 

c. Please describe the levels of your professional liability insurance coverage for client security breaches (cyber 

risk) and any fiduciary or professional liability insurance your Firm carries. Is the coverage on a per client basis 

or is the dollar figure applied to the Firm as a whole? List the insurance carriers. 

Sentinel Response: Please see Exhibit VII: Sample Certificate of Insurance.  

i. What limitation on liability, if any, do you impose through your contract? The Firm must not seek to 

unreasonably limit their liability for negligence. 

Sentinel Response: We limit liability for consequential or incidental damages, with the exception of gross 

negligence or willful misconduct. 

ii. Are you bonded? 

Sentinel Response: We do have a performance bond company through which we can obtain a bond if needed. 

iii. Does coverage for liability, due to your negligence, continue for a period following termination of the 

contract? If so, for how long? 

Sentinel Response: Yes, please see Exhibit VII: Sample Certificate of Insurance. 

iv. Identify the amount, type of coverage, deductible, and any coinsurance. 

Sentinel Response: Please see Exhibit VII: Sample Certificate of Insurance 
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d. It is expected that the selected firm will have adequate quality control procedures in place to guarantee the 

accuracy of the work performed. Please describe your quality assurance procedures. 

Sentinel Response: Sentinel has a Quality Control team in place to ensure that our clients and employees have 

resources that they can go to for service delivery. For our clients, this may involve monthly and/or quarterly 

meetings to discuss current service level agreements, ticket resolution, ticket response times, etc. The goal of the 

meeting is to do a “synch check” with our clients so that the contracted agreements align with the service 

deliverables. Below is a workflow that our Quality Control team follows: 

• Notification of Customer Concern 

o Email is sent to QualityCounts@sentinel.com indicating customer is experiencing a Quality 

Assurance issue. 

o Customer creates a ticket and marks it with the Equipment Type of “Quality Assurance” or 

notates in Problem Title/Description that this is a “Quality Assurance” issue. 

o Sentinel Customer Service routes ticket to QA Team. 

• QA Team Engaged and Ticket Created. 

o QA team reviews the customer concern, assigns the issue a QA category and works with 

Customer Service to open ticket under the customer’s account. 

▪ If ticket was already created directly by the customer then QA team works with 

Customer Service to update ticket so it indicates the QA category. 

o QA team emails customer acknowledging they are working on the issue and providing the ticket 

number in case of customer follow up. 

• QA Team Reviews Issue and Documents Ticket. 

o Issue is investigated and notes added to ticket.  All notes will be clear and concise as they will 

potentially be customer facing. 

o Ticket resolution notes will indicate: 

▪ Immediate actions taken to resolve customer issue. 

▪ Lessons learned and any changes made to prevent issue in the future. 

• QA Formal Documentation 

o Formal documentation is completed and document is emailed to customer and appended to 

ticket. 

• Follow up and Ticket Closure 

o If customer has any additional follow up items, the QA Team will review and respond before 

closing out the QA Ticket. 

e. Provide the last 2 years of SOC 1 and SOC 2 type II reports or respond with N/A if you do not have such 

reports. 

Sentinel Response:  We can provide the last two SOC 2 reports upon award.  
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f. What is the organization’s policy on confidentiality during and after the engagement? 

Sentinel Response: Sentinel has strict standards on confidentiality. We are audited and follow compliance 

standards for handling our client’s information. 

g. Has your Firm ever been involved in a lawsuit in the last ten (10) years involving any services provided by 

the Firm? 

Sentinel Response: None 

h. If so, provide details, including description of the lawsuit, dates, and outcomes including any filed claims that 

were settled without litigation. Has your Firm, related entities, affiliates, principals, and/or officers been a party 

in any material civil or criminal litigation, or subject to investigation, disciplinary action, or regulatory review, 

whether or not directly related to services requested by this RFP? If so, provide details, including dates and 

outcomes. 

Sentinel Response: None 

i. If yes, please provide details, including dates and outcomes. 

Sentinel Response: None 

i. Describe any anticipated litigation in which your Firm may be involved. 

Sentinel Response: None 

ii. Describe any anticipated litigation in which your Firm may be involved. 

Sentinel Response: None 
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H. Contract or Agreement Mandatory CTPF Terms. 

a. Please state Respondent’s exceptions to the below CTPF terms for negotiation purposes. 

Sentinel Response: No exceptions; it is our understanding that a contract is to be negotiated after award. 

b. Provide additional details, if any, that we should be aware of regarding your contracting process. 

Sentinel Response: Sentinel has worked with CTPF for many years negotiating contracts and we are quite 

familiar with the requirements and approval process. 

i. The resolution of all dispute(s) arising from a contract award shall take place in the State of Illinois, County 

of Cook. 

Sentinel Response: Agreed. 

ii. CTPF shall not waive its right to a Jury Trial. 

Sentinel Response: Understood. 
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I. References 

a. Please provide three (3) references who are clients for whom you have performed work similar to that 

requested in this RFP. Include the reference name, title, entity, address, telephone number, and description of 

the services provided.  

Sentinel Response: 

Reference #1 

Name Richard Burnson 

Title Network Services Director 

Entity Chicago Public Schools 

Address 501 W. 35th St; Chicago, Il. 60616 

Telephone Number 773-553-1330 

Description of the Services Provided 

Sentinel provides managed services for the CPS 

LAN/WAN network which includes 540 schools and 

over 50,000 devices. Sentinel has been providing 

these services for over a decade 

 

Reference #2 

Name Luigi Pezzarossi 

Title Director of Infrastructure 

Entity 
Information Systems Audit & Control Association 

(ISACA) 

Address 1700 E. Gold Rd.  Suite 400; Schaumburg, Il 60173 

Telephone Number 847-660-5586 

Description of the Services Provided 

Sentinel provides managed services for this global 

organization who specializes in governance, control 

and security of information systems for its 150,000 

members in 180 countries 

 

Reference #3 

Name Amit Choksi 

Title Director of IT 

Entity Illinois College of Optometry 

Address 3241 S. Michigan Ave.; Chicago, Il. 60616 

Telephone Number 312-947-7505 

Description of the Services Provided 

 

 

Sentinel has been providing managed services to 

ICO for the past 12 years. Sentinel manages their 

Cisco environment which comprises of Voice, 
wireless, server, and data networking gear at two 

campuses 
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b. In providing such information, you consent to and hereby release CTPF from any liability that may arise from 

contacting your references and communicating with such references about your prior engagements, and soliciting 

an opinion regarding the work performed for such reference. 

Sentinel Response: Sentinel would like to know the timeframe that direct contact will be made with our clients. 

This will allow us to reach out to them and let them know that a third party will be contacting them about services 

that we render.  

In addition to the references above, Sentinel has been providing managed services to CTPF for the past 5 years 

and Dan Oakes can provide feedback on our offering to the review Board  
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J. Required Disclosures 

a. All Respondents must provide answers to each written disclosure requested below in categories (i) 

through (ix) as part of their RFP response. Note that VIII(J)(a)(vi) below requires completion of the EEOC 

chart attachment to this RFP. Failure to provide answers to each disclosure question or failure to provide 

the completed EEOC chart may cause your proposal to be deemed non-responsive. Respondents should 

use “none” or “not applicable” as appropriate, but a response must be provided for each disclosure category 

below. Your disclosures must be clearly labeled as “J. Required Disclosures.” 

Sentinel Response: Understood. 

(i) The Respondent must disclose, labeling each category, separately: (a) any entity that is a parent of, or owns 

a controlling interest in, the Respondent, (b) any entity that is a subsidiary of, or in which a controlling interest 

is owned by, the Respondent, (c) any persons or entities who have an ownership or distributive income share in 

the Respondent that is in excess of seven and one-half percent (7.5%), and (d) any persons who serve as executive 

officers of the Respondent, including their titles. 

Sentinel Response: Please see Exhibit III: Company Ownership. 

(ii) The Respondent must disclose, separately: (a) any direct or indirect payments in excess of $1,000 per 

calendar year within the prior five (5) calendar years made to any community or not-for-profit organization 

relating to public education by: (i) the Respondent, (ii) any executive officer of the Respondent, (iii) any parent 

entity of the Respondent, (iv) the executive officers of any entity that is a parent of, or owns a controlling interest 

in, the Respondent, and (v) any Shareholder of Respondent with ownership or a distributive income share in the 

Respondent that is in excess of seven and one-half percent (7.5%); (b) any formal involvement with any 

community or not-for-profit organization relating to public education by any person or entity identified in (a) 

above; and (c) any involvement as a member or director of a charter school that contributes to the Fund of any 

person or entity identified in (a) above. For purposes of this Section VIII(J)(a)(ii) and (iii), “Shareholder” shall 

mean any person who has an ownership or distributive income share in the Respondent. 

Sentinel Response: None. 

(iii) The Respondent must disclose if: (a)(i)any executive officer of the Respondent, (ii) any parent entity, (iii) 

the executive officers of any entity that is a parent of, or owns a controlling interest in, the Respondent, and (iv) 

any Shareholder of the Respondent with ownership or a distributive income share in the Respondent that is in 

excess of seven and one-half percent (7.5%) has given any direct or indirect financial support in excess of $1,000 

per calendar year within the prior five (5) calendar years or (b) whether the persons or entities identified in (a) 

above have had any formal involvement within the prior five (5) calendar years with a community or not-for-

profit organization with a central purpose of influencing public policy related to budgetary and fiscal policy 

which directly or indirectly relates to the continued availability and long-term viability of defined benefit 

pensions in the public sector, to education policy, or to retirement security policy. 
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For the purposes of this disclosure, an organization has the “central purpose” of influencing policy if it is 

understood with the exercise of reasonable due diligence, including but not limited to the examination of the 

organization’s IRS filings and other publicly-available statements of purpose, that the organization intends to 

affect policy or engage in lobbying or other advocacy activity. A Respondent is not required to disclose 

contributions to organizations that engage in such activities in furtherance of providing medical research, aid to 

the poor, disaster relief, or other such tangible goods or service. The Trustees have determined that the following 

organizations presently fall under this required disclosure: 

American Enterprise Institute, 

American Legislative Exchange Council, 

Brookings Institution, 

California Common Sense, 

California Policy Center, 

Civic Committee of the Commercial Club, 

Heritage Foundation, 

Howard Jarvis Taxpayers Association, 

Illinois Municipal League, 

Illinois Policy Institute, 

Independent Institute, 

Jessie Ball DuPont Fund, 

Laura and John Arnold Foundation, 

Mackinac Center for Public Policy, 

Manhattan Institute for Policy Research, 

Massachusetts Taxpayers Foundation, 

Mercatus Center at George Mason University, 

National Council on Teacher Quality, 

National Institute for Labor Relations Research, 

Nelson Rockefeller Institute of Government, 

National Taxpayers United of Illinois, 
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Pioneer Institute, 

R Street Institute, 

Reason Foundation, 

Show Me Institute, 

State Policy Network, 

StudentsFirst, 

Taxpayers for Sustainable Pensions, 

Taxpayers United of America, 

Teacherspensions.org, 

Texas Public Policy Foundation, 

The Future of Freedom of Foundation, 

The Pew Charitable Trust, 

UnionWatch, 

Urban Institute, 

Wyoming Liberty Group, and 

Any state or local affiliates or chapters of the above organizations. 

Sentinel Response: None. 

(iv) The Respondent and any parent, controlling entity, subsidiary, or affiliate must disclose any direct or indirect 

financial relationships, transactions, or consulting agreements with the Chicago Board of Education entered into 

within the prior five (5) calendar years. Any such direct or indirect financial relationships, transactions, 

consulting agreements, or consulting-related contracts with the Chicago Board of Education entered into on or 

after the execution of an agreement shall be identified in an amended Respondent Disclosure within thirty (30) 

calendar days of any new relationship, transaction, investment, agreement, or contract with the Chicago Board 

of Education. 

Sentinel Response: None. 

 (v) The Respondent must disclose the names and addresses of any subcontractors and the expected amount 

and/or percentage of money each will receive under the agreement if authorized by the Fund. 

Sentinel Response: None. 
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(vi) The total number of Respondent’s staff. The number of Respondent’s staff and percentage of its staff, broken 

out separately for each category, who are (1) a minority person, (2) a female, or (3) a person with a disability. 

This information must be provided using the EEOC chart available on CTPF’s website. Supplemental 

information to the EEOC chart is welcome. 

Sentinel Response:  

 

(vii) The number of current contracts that the Respondent has with a (1) minority owned business, (2) female 

owned business, or (3) business owned by a person with a disability. 

Sentinel Response: Sentinel has vendor contracts in place with six (6) MBE’s, four (4) WBE’s and two (2) 

Veteran entities.   

(viii) The number of current contracts that the Respondent has with a business other than (1) a minority owned 

business, (2) a female owned business, or (3) a business owned by a person with a disability, under which, while 

the business is not owned by one of the above categories, where more than fifty percent (50%) of services 

performed pursuant to the contract are performed by (1) a minority person, (2) a female, or (3) a person with a 

disability. 

Sentinel Response: None. 

(ix) The Respondent shall agree to annually disclose various EEO data and diversity of vendor’s contracts as 

required by the Fund. 

Sentinel Response: Sentinel will comply. 
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K. Exhibits and Attachments 

a. Any additional information or exhibits appropriate for CTPF’s consideration may be included under this 

category. 

Sentinel Response: Please see below Exhibits.  
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Exhibit I: Sample – Managed Services Scope of Work 

EXECUTIVE SUMMARY 

Sentinel Technologies, Inc. (Sentinel) is honored to be able to provide a NOC Monitoring and Managed Services 

solution for Chicago Teachers Pension Fund.  

_________________________________________________________________________________________ 

For more than 40 years, Sentinel has been recognized as a top-tier business technology solutions and services 

provider dedicated to delivering the highest quality Customer service and support. Even as our services have 

spanned generations of technology, Sentinel has stayed at the forefront of IT developments and maintained a 

singular focus on providing practical and innovative solutions. With single-source accountability, Sentinel’s 

proven repeatable methodology, processes and experienced teams can efficiently address a full range of IT needs 

- from NOC monitoring and managed services, to communications, to data center, to cloud solutions, to business 

process improvement and assessments, to targeted applications and end-to-end IT solutions. Our proven success 

has allowed us to expand from our original charter of providing technology maintenance services to our current 

standing as one of the leading IT services and solutions providers in the U.S. and beyond. Sentinel’s engineers, 

Customer Service and support, and project management team’s reputation has become synonymous with high 

quality, cost effective solutions for our customers. Sentinel’s pricing response will reflect our sincere desire to 

establish a long-term partnership. Sentinel is confident we will emerge as the top option for executing your 

business critical managed services, but also as your preferred partner for contributing to your overall growth and 

future success.  

Sentinel provides our customers with the complete solution: vision, design, product, implementation, 

documentation, service and support. Sentinel’s services span the range of business verticals in the mid-market, 

upper mid-market, and enterprise level organizations. Companies in Financial and Banking, Healthcare, 

Government, Education, Legal, Utilities, and Manufacturing verticals have all taken advantage of Sentinel’s 

ability to take either full responsibility or act as a supplemental contributor to our customer’s most important 

business technology initiatives.  

Headquartered in Downers Grove, IL, Sentinel Technologies has independently managed offices in nine 

locations: Chicago, IL, Springfield, IL, Milwaukee, WI, Phoenix, AZ, Detroit, MI, Grand Rapids, MI, Lansing, 

MI, Fort Lauderdale, FL and Denver, CO, allowing us to service our customers both nationally and 

internationally. Sentinel applies an extraordinary breadth of technical solution expertise to design, sell, deploy 

and support our customer’s business technology needs. Our unwavering commitment to thought leadership and 

customer satisfaction maximizes both the value of technology investments and its impact to the business. When 

it comes to achieving a tangible ROI and sustainable performance from your IT environment, Sentinel stands 

apart. Sentinel’s large service staff (650+ employees), multitude of original equipment manufacturers (OEM) 

certifications, a 24x7 Customer Care Center and a professionalism and commitment to service excellence act in 

combination to ensure a successful partnership. 
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SENTINEL MONITORING SYSTEM & SUPPORT OVERVIEW 

The diverse nature of today’s Local and Wide Area Networks creates support challenges for many organizations. 

Sentinel Technologies’ Monitoring and Managed Service offerings address these challenges by providing 

specialized resources to support customers’ systems.  

Sentinel has been delivering mission critical network support services to customers since 1982.  Our goal is to 

provide our customers with peace of mind knowing their network is being monitored by professionals 24 

hours/day, 7 days/week.  Through years of experience in working with Network Operations Centers (NOC), 

Sentinel has developed a unique and well rounded perspective on how to provide value through monitoring 

services.  It is not just dials, graphs and trend lines – the real value lies in avoiding outages and minimizing the 

impact if an outage occurs. 

NOC Monitoring and Managed Services Benefits:  

• Reduce Downtime by ensuring systems are monitored and remediation is delivered 24x7x365 with 

industry leading SLAs. 

• Stabilize Costs by creating a predictable cost model offering predefined, all-inclusive management and 

administration cost per device.  

• Improved business continuity with SLA bound infrastructure availability and performance through 

24x7x365 proactive monitoring and support via Sentinel’s dedicated Network Operations Center. 

• Reduced risk of employee turnover creating uncertainty and inconsistency in the operations. 

Sentinel’s Managed Services will provide a level of continuity and consistency.  

• Increase IT support coverage through utilizing Sentinel’s dedicated 24x7x365 Network Operations 

Team who specializes in day-to-day operations and maintenance. 

• Provide single number resolution to IT infrastructure services delivery. 

• Deliver infrastructure services elasticity providing fixed rate supplemental IT services. 

• Enhanced Infrastructure Reliability by leveraging the breadth of experience available through 

Sentinel’s extensive technical staff to support a wide range of technologies.  
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SCOPE OF WORK 

Sentinel NOC Remote Monitoring and Managed Services 

Sentinel offers full managed services and monitoring solutions for advanced visibility into performance and 

utilization of resources at great scale.  Based on multiple proven platforms, advanced correlation services and 

multiple alerting options, Sentinel has built an industry leading Network Operations Center (NOC). 

Sentinel NOC Remote Monitoring features include: 

• NOC 24 x 7 Remote Monitoring via a secure VPN tunnel. 

• Up/Down status monitoring via ICMP requests. 

• Availability / Uptime. 

• Syslog/Trap storage. 

• Hardware Device Monitoring and Analysis. 

• CPU, Memory, Disk space and Latency. 

• WAN Circuit status. 

• Traffic throughput, utilization, errors and discards of WAN circuits, Trunk ports or any critical interface. 

• Wireless Monitoring – AP association status, SSID, Signal Strength, Wireless clients. 

• Alerting (built with intelligence that eliminates false positives). 

• Alert Routing to NOC and/or dedicated engineer for immediate remote resolution. 

• Hardware Health Reporting  (fan, power supplies, temperature, environmentals, and the like). 

• Reporting  (Inventory, Utilization, Performance, and much more). 

• PRI circuits – monitors the status and capacity of your PRIs. 

• Voice Gateways  -  monitors the status and utilization of your voice gateways. 

Managed Services Feature Highlights 

• Sentinel Remote Diagnosis and Remote Repair Capability. 

Sentinel leverages remote tools to ensure 24x7x365 support service is delivered quickly and efficiently. 

Sentinel understands that your IT environment is dynamic and demands visibility and expert engineers 

around the clock and will stay committed to providing continuous effort and support.   

• Carrier Incident Handling. 

Sentinel will work with carriers on resolving circuit issues and outages. Sentinel has numerous levels 

of escalation points through multiple carriers due to the maturity and multiple years of experience 

providing carrier incident handling.  

• Configuration Management. 

Sentinel will automatically back up system configurations on network devices and any device that has 

a CLI (Command Line Interface). Configurations are backed up nightly and stored in an encrypted 

database only if a change has occurred.  
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Sentinel will automatically back up system configurations on the following devices. Configurations, 

Change Reports and on-demand download ability are available in the NOC web console. The following 

methods will be used to back up the environment:  

Device Type System Config Backups 

Routers NOC via CLI 

Switches NOC via CLI 

Firewalls NOC via CLI 

Wireless Controller NOC via CLI 

Storage Array TBD 

 

• Sentinel Complete Restore. 

In the event of hardware failure, hardware replacement, catastrophic outage causing corrupt config, or 

any loss of system configuration, Sentinel maintains backed up configurations so systems can be 

restored promptly, providing minimal downtime in the event of an outage (restoration only applies to 

backed up equipment listed above).  

• Sentinel End-To-End Problem Management. 

Sentinel will provide management and support services on any equipment covered under the agreement. 

It is understood that at times, manufacturers or third party providers might need to be engaged for further 

support. Sentinel will work with agents in attempting to resolve issues as long as maintenance and a 

LOA (letter of agency) is maintained.    

• Device Administration. 

Sentinel will provide dedicated expert engineers to administer covered systems on a 24x7x365 

basis.  Unlimited Moves, Adds and Changes are included to assist with your day to day administration. 

A best practice guideline of 2 hours will be used on change tickets.  

• Preventative Maintenance and Patching. 

Manufacturer releases are important for staying up to date with critical software and security 

patches.  Sentinel will work with on a strategy for this preventative maintenance while taking into 

account your change control guidelines and approval process.  A detailed report of system updates will 

be provided during the following intervals with recommendations and Scope of Work.  

Firmware updates and minor release updates are included in the following schedule.  

Device Type Level Review Frequency Performed 

Routers Minor 6 Months As Needed or Requested 

Switches Minor 6 Months As Needed or Requested 

Firewalls Minor 3 Months As Needed or Requested 

Wireless Controller Minor 6 Months As Needed or Requested 

Storage Array Minor 6 Months As Needed or Requested 

Windows Servers Minor Monthly Automated 
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• Immediate Leverage of ACTS (formerly HANS™) Maintenance Contracts. 

With NOC Monitoring in place, Sentinel will be able to provide a prompt and efficient response and 

remediation when ACTS™ or SMARTnet maintenance contracts are in place.  

NOC Onboarding 

Sentinel utilizes PMI best practices for the onboarding of Managed Services Customers. During the onboarding 

and transition period of the managed services engagement, Sentinel will define key stakeholders necessary to 

execute all onboarding responsibilities (e.g. PMs SDMs, SMEs, etc.), and document any risks that could affect 

the onboarding project.  

To ensure complete transition within 30-45 days, Sentinel will provide a complete project plan and work 

breakdown structure outlining the tasks and responsibilities of the onboarding phase. Sentinel will execute all 

necessary tasks outlined within the work breakdown structure in order to complete the project on time, and as 

needed we will assist with gathering any information required to complete the Customer Onboarding 

Forms.  Once all the required onboarding forms are complete and credentials have been created to allow Sentinel 

access to the network, the Sentinel onboarding Project Manager will engage engineering resources to configure 

and establish VPN connectivity to the NOC network. After connectivity has been established to the network and 

access has been granted to all applicable devices, the Sentinel onboarding engineer will execute or assist with 

all necessary configurations to establish connectivity to each device. Following the completion of all devices 

being monitored, the Sentinel onboarding team will conduct training on how to navigate and utilize the features 

within our Sentinel Monitoring System. The onboarding team will cross train and hand over all findings that 

have been discovered during the onboarding phase to the dedicated support teams. Once the project plan has 

been fully executed and all work has been accepted, you will be officially transitioned to the NOC and managed 

services team that will be supporting the core technologies: network, server, and security.  
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Connectivity  
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QUALITY ASSURANCE 

Sentinel’s Quality Assurance team will host regularly scheduled review meetings to review NOC monitored data, uptime & availability, traffic patterns, 

root cause analyses of chronic issues, trouble ticket data and SLAs, and help identify environment trends or capacity issues. Additional dashboards within 

ServiceNow will show an executive view into the performance, availability, usage and equipment inventory. Below are sample dashboards: 
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PORTAL ACCESS & VIEWS 

Main Portal 

 

 



EXHIBITS AND ATT ACHMENTS 

CONFIDENTIAL INFORMATION PROPERTY OF SENTINEL TECHNOLOGIES, INC. PAGE 34 

SERVICE LEVEL AGREEMENTS 

Sentinel makes commitments to industry leading SLAs within NOC Monitoring & Managed Services. SLAs are 

defined from first communication to a MTTR (Mean Time to Repair) for incidents and change tickets. All SLAs 

are tracked and worked through Sentinel’s trouble ticketing system, ServiceNow, and reporting is made available 

through the ticketing console on www.sentinel.com.  

The following is a matrix of Sentinel’s SLAs built on industry standards (ITIL) Urgency/Impact definitions. 

 

Sentinel guarantees the following SLAs and will report on SLA performance through automated reporting and 

the monthly quality assurance review meetings.  

 

http://www.sentinel.com/


EXHIBITS AND ATTACHMENTS 

CONFIDENTIAL INFORMATION PROPERTY OF SENTINEL TECHNOLOGIES, INC. PAGE 35 

Exhibit II: Additional Deliverables or Services 
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Exhibit III: Ownership Structure 
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Exhibit IV: Resumes 
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Exhibit V: Pre-Employment Screening Services 
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Exhibit VI: Sample Incident Response Agreement 
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Exhibit VII: Sample Certificate of Insurance 

 



EXHIBITS AND ATTACHMENTS 

CONFIDENTIAL INFORMATION PROPERTY OF SENTINEL TECHNOLOGIES, INC. PAGE 88 

Exhibit VIII: Inventory 

 

For visibility purposes, Sentinel has attached a copy of your current inventory that is being monitored and 

managed as this inventory differs from the inventory included within the RFP. 

 


